MISSION CRITICAL

RED TRIDENT INC

THE RED TRIDENT ADVANTAGE

We are OT cybersecurity experts that come from
production and manufacturing. We understand how to
build security into operations... not on top of it.

ASSESS Not all assessments are created equal, just as no two customers are
the same. Our assessments match to our customers maturity levels. No matter
your maturity, we can help you understand your current state and help you develop
a plan to get your organization to the security posture you require.

REMEDIATE There are a lot of intricate details that go into designing and
remediating an OT environment. Red Trident has immense experience on detailing
and implementing solutions for even the most critical operations and can also
train your workforce if desired.

MONITOR 0T systems are unique and so are the requirements to monitor and
identify a potential compromise or nefarious activity. If your team does not have
the bandwidth or knowledge of the latest tactics, techniques and procedures used
by adversaries today, our OT security team can be an extension of your team and
monitor your environment for you.

RESPOND oOur response services match our customers needs. If you are
concerned you may have been breached and need someone to confirm it, or you
know you have an incident and need help in handling it for your OT systems. Our
experts are prepared to support you when you need it most. Red Trident also
partners with some of the best IT incident response teams to provide our
customers with holistic incident response coverage in both IT and OT.
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CIRRIR SR RRiR PROCESSES AND TECHNOLOGIES

Providing insightful and comprehensive
security solutions that connect and
Span across the organization's people,
processes and technologies.

RED TRIDENT INC

ASSESSMENTS

Assessments: Cybersecurity Program
Maturity, Vulnerability Assessment,
Gap, Penetration Testing, Red Team,
Business Continuity

Training: Latest Industry Standards,
Awareness, Prevention, Detection,
Threat Intelligence

Cyber Security Programs: DHS TSA
Pipeline, AP1 1164, I1SA 62443, NIST
800-82, CFATS, NIST CSF, C2M2, NIS

VIRTUAL CISO

Security Roadmap Planning
Insurability Assessment
Mergers & Acquisitions Support
OT/IT Integration Planning

Industry 4.0 and Infrastructure
Modernization

Cloud Architecture, Virtualization and
Virtual Domain Planning

346.708.7270

REDTRIDENT.COM

INFRASTRUCTURE

Wireless: Mesh, PtP, Microwave,
900Mhz, LTE, 5G

Network: Segmentation, Defense-in-
Depth, Routing, Switching, LAN/MAN/
WAN

Cloud to On-Premises Secure
Connectivity and Data Management

Network Management: Authorization,
Authentication, and Accounting of
Network Connections

Technical Security Controls: Anomaly
Detection,Secure Remote Access,
Firewalls, HIDS/HIPS, IAM, PAM

OT Vulnerability Management

IT/0T SOC

Capabilities: Alert only, Alert and
Triage, Full Service

Coverage Offerings: 24x7 or 8x5
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